STUDENT INFORMATION KIOSK FIREWALL SETTINGS FOR WINY

Steps Screen Displayed Procedures
N NOTE: Student Information Kiosk
1 B metscexe - snonen P~ MUST have the Windows 7 Firewall
_Sj-) ?z::eerDirectofyAdminis‘trative - : d. Confiquration Completed as
}: Adobe Acrobat 9 Pro » — ADM I N ISTRATOR Of the LOCAL
E— lefault Programs
a Student Information Kiosk L . MACH I NE as fO”OWS:
Administrative Tools *
Help and Su .
A Click Start button
» All Programs
[ search programs a Click Control Panel
Find and fix problems \. Cllck System & SeCUI’Ity
; ; L —e Click Allow a program through
) Windows Firewall gégﬁ/ ) .
Check firewall status | Allow a program thr: indows Firewall WlndOWS FI rewa”
If View by: Large or Small Icons
j - © L 1
ﬂ Windows Firesvati —s  Click Windows Firewall icon
2
s The Allow programs window

Allowed programs and features:

Name

MMicrosoft Qffice Live Meeting 2007
M Microsoft Office Outlook
Microsoft OneNote

M Microsoft SharePoint Workspace
ONetlogon Service

Network Discovery

OPerformance Logs and Alerts
Remote Assistance

MRemate Desktop

ORemate Desktop - RemoteFX
ORemote Event Log Management
[Remate Scheduled Tasks Management

To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a program to communicate?

Domain  Home/Work (Private)

EODEODEHER

o e e

Allow programs to communicate through Windows Firewall

Change <%

Public +

| O
ul O
l 0 J
ul O
ul O
O m
O o H
@ |
ul O
| O
ul O
| o -
Remoy

Allow another pr am..

e

appears.

Click the Change Settings button

Scroll down alphabetically to the
“S’s”.

Student Information Kiosk
should not be listed.

Click Allow another program
button
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3 The Add a Program window
Add a Program e X appears
SeIeF:t the program you want to add, or click Browse to find one that is SCFO“ down and IOOk fOI’ StUdent
not listed, and then click OK. Information KlOSk program
Programs:
@ iTunes ~ /
w Microsoft Silverlight / IF S d I f . K k .. h
%) sAP GUT Configuration /|| | IF Student Information Kiosk is in the
5 Sophos Endpoint Security and Contral ¢ ||St:
B8 student Information Kiosk - A ChegeOut/Check In process H H H
(@] Thumbralls Setup * Click to Highlight program
@TurboCAD Deluxe 15 E
¢ TurboCAD Deluxe 15 Tips CIICk the Add button
® ' Uninstall
(j Uninstall
© usertoginvols.exe - 7| NOTE: If the Student Information
Path: C:\Program Files\Student_Information_Kiosk KlOSk DFOQ ram does nO'[ appear N the
window, go to Step #5.
What are the risks of unblocking a program?
You can choose which network location types to add this ppefiram to
Network location types... I F’\dn!Z ] ’ Cancel
4 Student Information Kiosk is now

Allow programs to communicate through Windows Firewall

To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a program to communicate?

Allowed programs and features:

Name o
[Secure Socket Tunneling Protocol O 0 0
CISNMP Trap 0 0 0
¥ Sophos 8192 7 0
1 Sophos 8193 0 0
W Sophos 8194 0 0
Student Information Kiosk - A Check Out/Check In pr.. O 0
M TrueUpdate Client 0 0
¥ UserLoginVols.exe 0
MWebKit 5
[OWindows Collaboration Computer Name Registration.. O 0 0
OWindows Firewall Remote Management m] O O
M Windows Live Sync

Allow another pro

Cancel

\

"listed, checked, and the Domain
checkbox is checked

/

Click the OK button and close the
Control Panel screen
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5

To Locate a program to add to the

Add a Program

a "y
not listed, and then click Ok,

aaaaa
Bl ~dobe Contribute CS3
S Altinis Agent

I APC Powerchute Persona

Bl chkanchkout

Select the program you want to add, or click Brovwse to find one that is

e Adobe ExtendScript Toolkit 2
L Adobe LiveCycle Designer ES 8.2
T Ausdllary System Diagnostics

lah Create a System Repair Disc
i) Cocurmants To Go Dasktop for IFhona

==

| Edition

]

ocation types to add this program to.

[ ads | [ concer |

u Browse
| * Local Disk (C}) b Progr:

Organize - New falder

& Computer

4 S$RecycleBin
b Aclient
Lo AT
b den

& Local Disk (C) ‘ ‘

4 Documents and Settings
l I DOWNLOADS

B videos = Name

J. Volunteer Tracker System
}. Windows Defender
J. Windows Journal

~  |Applications (exet.com:tic -

| open || cancer |

Firewall Program Selection Box:

/ Click the Browse button

e Click Local Disk (C:)
Double Click Program Files
Double Click on the Program (In

this case: Student Information
Kiosk

W Browse

4 & Local Disk (C)
$Recycle.Bin |
I Aclient

L. ATI

| dell

4 Documents and Settings

|. DOWNLOADS

| MsOCache

I Perflogs

| Program Files

). ProgramData -]

File name:

@U-\ J. « Program Files b Student Information_Kiosk w2 |[ Search Student mforma.. 2]

Organize ~  New folder
& videos “ | Name Date modified
& sik. 9/21/2011 9:52 AM
4 & Computer
(=) SIK_Update exe 8/1/2011 2:15 PM

I

e

Eoteen) (e

Add a Program

2=

not listed, and then click OK.

Programs:

Select the program you want to add, or click Browse to find one that is

(2 Internet Explorer
&3 iTunes

& Microsoft Silverlight
"3 sAP GUIT Configuratig
B sophos Engp
Ea student
Thumbnalls Setup

@) TurboCAD Deluxe 15

‘¢ TurboCAD Deluxe 15 Tips
® | uninstall

€ uninstall

acurity

—
and cnntrnllé/
rmation Kiosk - A Check&Qut/Check In process ‘

[ metwork location types... |

Path: C:\Program Files\Student_Information_Kiosk

What are the risks of unblocking a program?

You can choose which network location types to add this prgafam to.

-

|~

[ Py 4 | [ cancer |

Locate and Click to highlight the
SIK.exe file

/ Click the Open button

\

The Student Information Kiosk program
Tappears in the Add a Program window

—= Click to highlight the Student
Information Kiosk program

/ Click the Add button
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Allow programs to communicate through Windows Firewall
To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a program to communicate?

Change settings

Allowed programs and features:

Name Domain Home/Work (Ppadte)
ORemote Event Log Management a
O Remote Scheduled Tasks Management

O Remote Service Management

Public ~

O Remote Volume Management

Ooooo

O Routing and Remote Access

O Secure Socket Tunneling Protocol
O SNMP Trap
Sophos 8192
Sophos 8193
Sophos 8194
Student Inf,

® 000

3]
Ooooooooaoano

ation Kiosk - A Check Out/Check In pr.
M TrueUpdate Client

Ooooooad

O
4

Student Information Kiosk is now
r listed, checked, and the Domain
Eheckbox is checked

AN

Click the OK button and close the
Control Panel screen

Cancel

Created by Polk County Schools

10/24/11

Help Desk 519-8040 or 56661




