ELEGRADE FIREWALL SETTINGS FOR WINDOWS 7

Steps

Screen Displayed

Procedures

*;_ mstsc.exe - Shortcut

1 Active Directory Administrative
S.EJ Center

}e, Adobe Acrobat 9 Pro

a Student Information Kiosk

» All Programs

TNC LW R

Control Panel

| CiNoge set

Default Programs

Help and Support

Back up your computer
Find and fix problems

System and Security
Rewview your computer's status

_ ge setti
Devices and Fiiitcis

Administrative Tools *

Windows Firewall
Check firewall status | Allow a program thr: Windows Firewall

NOTE: EleGrade MUST have the
Windows 7 Firewall Configuration
completed as ADMINISTRATOR of
the LOCAL MACHINE as follows:

N

If| View by: Category ~ |

T Click System & Security
.—= Click Allow a program through
Windows Firewall

Click Start button

Click Control Panel

If View by: Large or Small Icons

—e Click Windows Firewall icon

Allow programs to communicate through Windows Firewall

To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a program to communicate?

Allowed programs and features:

Name
MMicrosoft Office Live Meeting 2007
MMicrosoft Office Outlook
Microsoft OneNote

Microsoft SharePoint Workspace
O Netlogon Service

Network Discovery
OPerformance Logs and Alerts

OO &dR@E

Remote Assistance

MRemote Desktop

ORemate Desktop - RemoteFX
[ORemate Event Log Management
[ORemote Scheduled Tasks Management

=

Oooo

Change s%

]

O OoOooo

=

Ooooo

Domain  Home/Work (Private) Public

O

OoooOoooooogooan

@
=

s

L
Allow another Pfogram...

The Allow programs window
appears.

Click the Change Settings button

3

Scroll down alphabetically to the
“P’s”.

Polk Elementary Gradebook
should not be listed.

Click Allow another program
button
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ELEGRADE FIREWALL SETTINGS FOR WINDOWS 7

Steps Screen Displayed Procedures
3 | Add a Program <&— o The Add a Program window
I
[| | Select the program you want to add, or click Browse to find one that is appears
not listed, and then click OK. Scroll down and look for Polk
Frograme: Elementary Gradebook
ﬂ] Documents To Go Desktop for iPhone -
Il @Google Earth /
% | .« .
\ gfﬂfﬂf:t Explorer /|| | IF Polk Elementary Gradebook is in the
i ¢ Microsoft Silverlight k ||St
: I, 1l Polk Elementary Gradebook =
L& X
I | = saP GUI Configuration L . . .
i &Y sophos Endpoint Security and Control e CIICk to nghllght program
it Thumbnails Setup
@TurboCAD Deluxe 15 .
E @ TurboCAD Deluxe 15 Tips - / CIICk the Add bUtton
Path: C:\Program Files\Polk Elementary Gradebool i d NOTE If th P Ik I
i : e Polk Elementary
What are the risks of unblocking a program? Gradebook program does not appear in
You can choose which network location types to add this progefm to. i the WindOW, go to Step #5.
Metwork location types... [ Add‘z l l Cancel ]
4 Allow programs to communicate through Windows Firewall Polk Elementary Gradebook is now
To add, change, or remove allowed programs and ports, click Change settings. /’ ||Sted Checked and the Domai n

What are the risks of allowing a program to communicate?

Allowed programs and features.

Name

Microsoft Office Live Meeting 2007
Microsoft Office Outlook
MMicrosoft OneNote

Microsoft SharePaint Workspace
ONetlogon Service

0

0

O
Network Discovery 0
[ Performance Logs ard O O O E‘
Polk Elementary Gradebook 0 @ (0
Remote Assistance 0
Remote Desktop 0 0
[JRemote Desktop - RemoteFX O O O
ORemote Event Log Management 0 0

0O E 8 =

pr——

Cancel

checkbox is checked

d

Click the OK button and close the
Control Panel screen
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To Locate a program to add to the

==

Add a Program

Select the program you want to add, or click Brovwse to find one that is
not listed, and then click Ok,

fm Adobe ExtendScript Toolkit 2
Lc Adobe LiveCycle Designer ES 8.2
S Altins Agent
"I APC Powerchute Personal Edition
™k Ausdllary System Dlagnostics
Bl chkanchkout
L, Create o System Repair Disc
i Documents To Go Dazktop for IFhone

Fath: C\Program Filles\adobeacrobat_comyacrob [ Browse ...
risks of unblocking & _proaram?
which netwark location types to add this program to.

A

[ mesvork location ... | l

I L

——

W Browse

s

« Local Disk (C) ¥ Program Files b
Organize = New folder
B videos

). MicrosoftNET
& Computer

L. MsBuild
& Local Disk ( ). MSXML 40
4 $RecycleBin }. PDSUserTool
Aclient
ATI

b dell
4 Documents and Settings
J. DOWNLOADS

). Sophos 7/20/2010 6:44

I Student_Information_Kiosk 9/21/2011 9:52 ~
ProgramData -« i v
File name: EleGrade.exe ~  [Applications (“.exe*.comit.ic ~|

[ open | [ cancel |

Firewall Program Selection Box:

/ Click the Browse button

Click Local Disk (C:)

Double Click Program Files

VA

Double Click on the Program (In
this case: Polk Elementary
Gradebook

& Browse P

(<O

<« Program Files » Polk Elementary Gradebook »

Organize - New folder
8 Videos B Name -
J. OldLogs 6/2/2011 11:03 AN
& Computer
i | TEST EleGrade 8/24/2011 803 AN
& Local Disk (C)
B EleCT.exe 8/18/2011 12:32 P)

$Recycle Bin
e ® EleGrade.exe

n

9/8/2011 3:49 PM

J. Aclient
AT (8) EleUpgrade.exe 12/14/2010 8:53 A
. el %2 EXCELEXE 4/24/2010 8:25 AN
). del -
# GetGrades.exe 10/1/2009 7:21 AN
4 Documents and Settings i
# hhexe 7/13/2009 9:14 A
J. DOWNLOADS
E Splash.exe 9/14/2010 7 AN
| MSOCache
J. Perflogs
| Program Files
| ProgramData = I »
File name: EleGrade.exe -

Applications fexe:* com*.ic +
1/
Cancel

v

L = = = =

Add a Program 2

Select the program you want to add, or click Browse to find one that is
not listed, and then click OK.

Programs:

BEd chkinChkout

[, Create a System Repair Disc

i Documents To Go Desktop for iPhone
& Google Earth

&2 Internet Explorer

&3 munes

& Microsoft Silverlight

 Polk Elementary Gradebook

"=) sSAP GUI Configuration

=¥ Sophos Endpoint Security and Control
[ Thumbnails setup

C:\Frogram Files\Falk Elementary Gradeboot

What are the risks of unblocking a program?
You can choose which network location types to add this progra 5
[ metwork location types... | [ Add [ cancer |

/E/

Path:

et

L1

1

Locate and Click to highlight the
EleGrade.exe file

\

Click the Open button

The Polk Elementary Gradebook
program appears in the Add a Program
window

| ——e Click to highlight the Polk
Elementary Gradebook program

= Click the Add button
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Allow programs to communicate through Windows Firewall

To add, change, or remave allowed programs and parts, click Change settings.

What are the risks of allowing a program to communicate?

Allowed programs and features:

Name
Microsoft Office Live Meeting 2007
Microsoft Office Outlook

Public
[}

paerWork (Private)
[}

]

m]
E Microsoft OneNote m] m]
M Microsoft SharePoint Workspace O O
O Netlogon Service a O
M Network Discovery, O
O Performanga4Bgs and Alerts m] O O E
Polk4gementary Gradebook m} m}
B4 Remote Assistance m]
M Remote Desktop O O
O Remote Desktop - RemoteFX a O O
[ Remote Event Log Management [m] O o =

Cancel

/|

| Polk Elementary Gradebook is now
listed, checked, and the Domain
/checkbox is checked

Click the OK button and close the
Control Panel screen
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